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TUJUAN

1. Memahami konsep keamanan dalam database Oracle.

2. Mengenal jenis-jenis user dan hak akses.

3. Mempelajari cara mengelola user dan privilege menggunakan
SQL Developer Oracle

4. Install HR Schema di SQL Developer Oracle
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KONSEP DASAR KEAMANAN DATABASE

> Authentication: Verifikasi identitas user.
> Authorization: Pemberian hak akses ke objek database.
> Audit: Merekam aktivitas user untuk keamanan.

» Data Encryption: Menjaga kerahasiaan data.
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JENIS-JENIS USER ORACLE

»DBA (Database Administrator): Punya akses penuh ke seluruh database.
» Application User: Digunakan oleh aplikasi untuk akses data tertentu.

»Read-Only User: Hanya bisa membaca data, tidak bisa mengubah.
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HAK AKSES (PRIVILEGES)

»System Privileges: Hak untuk melakukan tindakan di tingkat sistem
(contoh: CREATE USER).
» Object Privileges: Hak atas objek spesifik (contoh: SELECT pada tabel

tertentu).

»Role: Kumpulan hak akses yang dapat diberikan ke user.
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MEMBUAT USER DISQL DEVELOPER

Klik kanan pada “Other Users” > Create User.

ISi:

[ F8 Oracle sQL Developer

(Fle Edit View Navigate Run Team Tools Win

Username ‘RoBd 9@ @ O~

{| Connections E Welcon
Password *-avHz >R
&[5 OLAP Option Workshee!

| @53 Analytic Views

Default Tablespace | i
| + %( RDF Semantic Graph
* L Recyde Bin

Temporary Tablespace | SRR o

8 APP W Apply Filter...

®- @ AUD
#-8

Klik “Roles” untuk memberi hak akses. [... """ E==—""
(7 Al Reports Drop User...

| @ AboutYour|  Help

Klik “System Privileges” atau “Object [z &#oss

Privileges” jika perlu.

r
I F8 Create User X

User GrantedRoles | System Privileges |Quotas \SQL

User Name C##YUNIA | [ |

New Password [seeee ‘
Confirm Password =~ |esese ‘
[ Password Expired (user must change next login)

[ ] Operating System User

[ ] Account is Locked

[ ] Edition Enabled

Default Tablespace USERS v/

| Temporary Tablespace |TEMP

Help Apply Close

Default : Lokasi default dari objek-objek database.
Temporary : Digunakan untuk melakukan sorting.
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MEMBERI ROLE KE USER

1. Buka user yang sudah dibuat. Klik kanan
pilih edit user

(g Edit User X )

| User \ Granted Roles | System Privieges | Quotas |SQL

. | Grant Al Revoke Al Admin Al Admin None Default All Default None
2. Padatab "Roles", klik tanda tambah (+). e reere— G
ACCHK_READ L
3. Pilih role seperti: e Y
AQ_USER_ROLE
 CONNECT AT e

AUTHENTICATEDUSER
AVTUNE_PKG_ROLE

« RESOURCE cosa UseR
« DBA (hati-hati, akses penuh) Coneer

. DATAPUMP_EXP_FULL_DATABASE

4. K]].k Apply. DATAPUMP_IMP_FULL_DATABASE
DBA

DRES_RDAOLE

e ) e
NO0000O0”O0000O00O0000000O

NKO0000ROO000000O0O00000O

l

Help Apply Close
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Role adalah group dari privilege yang di grant untuk user / role lainnya.

Role merupakan kumpulan privilege yang bisa diberikan ke user atau ke
role lain, supaya pengaturan hak akses di database lebih sederhana dan

terstruktur.

Users = =
Neena ‘irard .Vance

Roles HR MGR  [+— HR CLERK

Delete Select Update
employees employees employees

Insert
employees

Privileges
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MANFAAT DARI ROLE

* Mempermudah pengaturan privilege.

* Pengaturan privilege yang dinamis.

* Selektif dalam memberikan privilege yang tersedia.
* Dapat diberikan melalui sistem operasi.
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PREDEFINED ROLES
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Nama Role Privilege pada Role
CREATE SESSION, CREATE TABLE, CREATE VIEW,
CONNECT CREATE SYNONYM, CREATE SEQUENCE, CREATE
DATABASE LINK, CREATE CLUSTER, ALTER SESSION
CREATE TABLE, CREATE PROCEDURE, CREATE
RESOURCE SEQUENCE, CREATE TRIGGER, CREATE TYPE, CREATE
CLUSTER, CREATE INDEXTYPE, CREATE OPERATOR
SCHEDULER CREATE ANY JOB, CREATE JOB, EXECUTE ANY CLASS,
ADMIN | EXECUTE ANY PROGRAM, MANAGE SCHEDULER
DBA Hampir semua system privileges, beberapa role yang lain.

Jangan di-grant ke user yang bukan administrator.

SELECT CATA
LOG_ROLE

Tidak ada system privileges tetapi memiliki lebih dari 1600
object privileges pada Data Dictionary
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1.

2.

Tab "System Privileges":

« Contoh: CREATE SESSION,
CREATE TABLE

Tab "Object Privileges":

« Pilih objek (tabel, view, dsb.)

« Aksi: SELECT, INSERT, UPDATE,

DELETE

E8 Edit User

| User | GrantedRoles =~ System Privileges Quotas | SQL

MEMBERI PRIVILEGES KE USER

g
N

KAMPUS

BERDAMPAK |N[NAS|

Grant All Revoke All

x |

Priviege €

CREATE MEASURE FOLDER
CREATE MINING MODEL
CREATE OPERATOR

CREATE PROCEDURE
CREATE PROFILE

CREATE PUBLIC SYNONYM
CREATE ROLE

CREATE ROLLBACK SEGMENT
CREATE RULE

CREATE RULE SET

CREATE SEQUENCE

CREATE SYNONYM
CREATE TABLE
CREATE TABLESPACE
CREATE TRIGGER

WARLA L MM T LRLALLLLLY vy

CREATE PLUGGABLE DATABASE

CREATE PUBLIC DATABASE LINK

Admin Option
=]

]

=

=1

]
J

J
]
|
|
I
|
I
I
|

AEEEN
AEEEE

CREATE SESSION I - N B

CREATE SQL TRANSLATION PROFILE

Help

Apply
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MEMBERIKAN KUOTA PADA USER

! B8 Edit User X I

User yang tidak mempunyai system
privileges unlimited tablespace harus

| User | GrantedRoles | System Privileges 1 Quotas | SQL

|Tablespace & Unlimited Quota Units

diberikan kuota sebelum user tersebut T
dapat membuat objek di dalam onus_TAREPACE

YUN_TABLESPACE

tablespace. Kuota dapat berupa:

° Unlimited (tak terbatas)

° Sebuah nilai spesifik dalam
megabytes atau kilobytes.




ol > S sensain INOVAS

INSTALL HRSCHEMA DISQL DEVELOPER

1. Download file human_resource untuk HR di
https://docs.oracle.com/en/database/oracle/
oracle-database/21/comsc/installing-sample-
schemas.html#GUID-1E645D09-F91F-4BA6- — —
A286-57C5EC66321D ° o | B

Date modified

2. Pindahkan file human_resource ke installer
oracle 21c => C:\Oracle21c\demo\schema


https://docs.oracle.com/en/database/oracle/oracle-database/21/comsc/installing-sample-schemas.html#GUID-1E645D09-F91F-4BA6-A286-57C5EC66321D
https://docs.oracle.com/en/database/oracle/oracle-database/21/comsc/installing-sample-schemas.html#GUID-1E645D09-F91F-4BA6-A286-57C5EC66321D
https://docs.oracle.com/en/database/oracle/oracle-database/21/comsc/installing-sample-schemas.html#GUID-1E645D09-F91F-4BA6-A286-57C5EC66321D
https://docs.oracle.com/en/database/oracle/oracle-database/21/comsc/installing-sample-schemas.html#GUID-1E645D09-F91F-4BA6-A286-57C5EC66321D
https://docs.oracle.com/en/database/oracle/oracle-database/21/comsc/installing-sample-schemas.html#GUID-1E645D09-F91F-4BA6-A286-57C5EC66321D
https://docs.oracle.com/en/database/oracle/oracle-database/21/comsc/installing-sample-schemas.html#GUID-1E645D09-F91F-4BA6-A286-57C5EC66321D
https://docs.oracle.com/en/database/oracle/oracle-database/21/comsc/installing-sample-schemas.html#GUID-1E645D09-F91F-4BA6-A286-57C5EC66321D
https://docs.oracle.com/en/database/oracle/oracle-database/21/comsc/installing-sample-schemas.html#GUID-1E645D09-F91F-4BA6-A286-57C5EC66321D
https://docs.oracle.com/en/database/oracle/oracle-database/21/comsc/installing-sample-schemas.html#GUID-1E645D09-F91F-4BA6-A286-57C5EC66321D
https://docs.oracle.com/en/database/oracle/oracle-database/21/comsc/installing-sample-schemas.html#GUID-1E645D09-F91F-4BA6-A286-57C5EC66321D
https://docs.oracle.com/en/database/oracle/oracle-database/21/comsc/installing-sample-schemas.html#GUID-1E645D09-F91F-4BA6-A286-57C5EC66321D
https://docs.oracle.com/en/database/oracle/oracle-database/21/comsc/installing-sample-schemas.html#GUID-1E645D09-F91F-4BA6-A286-57C5EC66321D
https://docs.oracle.com/en/database/oracle/oracle-database/21/comsc/installing-sample-schemas.html#GUID-1E645D09-F91F-4BA6-A286-57C5EC66321D
https://docs.oracle.com/en/database/oracle/oracle-database/21/comsc/installing-sample-schemas.html#GUID-1E645D09-F91F-4BA6-A286-57C5EC66321D
https://docs.oracle.com/en/database/oracle/oracle-database/21/comsc/installing-sample-schemas.html#GUID-1E645D09-F91F-4BA6-A286-57C5EC66321D
https://docs.oracle.com/en/database/oracle/oracle-database/21/comsc/installing-sample-schemas.html#GUID-1E645D09-F91F-4BA6-A286-57C5EC66321D
https://docs.oracle.com/en/database/oracle/oracle-database/21/comsc/installing-sample-schemas.html#GUID-1E645D09-F91F-4BA6-A286-57C5EC66321D
https://docs.oracle.com/en/database/oracle/oracle-database/21/comsc/installing-sample-schemas.html#GUID-1E645D09-F91F-4BA6-A286-57C5EC66321D
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INSTALL HRSCHEMA DISQL DEVELOPER

File Edit Search View Encoding Language Settings Tools Macro Run Plugins

- =) =] o RIS =1 - EEE
3. Padafolder human_resource pilih file o, >
r_main.sq
5 + 101 116 CONNECT hr/&pass@&connect strin
hr—ma1n°sq1 1a1u edlt ]'Sln a' 117 ALTER SESSIgi SET&NLS_LANEUAGE;imerican;
118 ALTER SESSION SET NLS_TERRITORY=America;
119

4. Rubahlah seluruh isinya dari -=
@ SUB CWD menjadi

120 —
121 I—T—— create tables, sequences and constraint
122

@CI\OI‘&ClGQlC\demO\SChema Ssesual 124 @C:\Oracle2lc\demo\schema\l uman_resources\lhr_cre
125
tempat file human_ resources . 126 T
127 —— populate tables
. 128 —
5. Lalu simpan. 129
130 @C:\OracleZlc\demo\schema\human resources\hr popul
131
132 —=
133 T—— create indexes
134 —=
135

136 @C:\OracleZlc\demo\schema\luman resources\hr idx
137
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INSTALL HRSCHEMA DISQL DEVELOPER

5. Pada Query Builder pada koneksi i;ﬁmw. B e o b e
SYSTEM jalankan/execute hr_main.sql. CH8 9@ Q@ O~ @
Dengan mengetikkan Connections ~
@C:\Oracle21c\demo\schema\human_ ;Orﬁnf:fna ﬁ:“i? "3 ?’ld B2 &8oa%
resources\hr_main.sql : % o @c:\of::rlyezlfci;em\scnema\numan_resources\hr_mm.sql
- YUNIA

6. Lalu inputkan beberapa variabel.
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INSTALL HR SCHEMA DI SQL DEVELOPER

Inputkan parameter 1 yang merupakan password untuk HR yaitu hr

LAY =

E;]Script Output X Enter Substitution Variable

,f (/ B .j;j w SaiptRunner Task

— Enter value for 1:
specify password for HR as parameter 1l:

Substitution cancelled

specify password for HR as parameter 1: o Cancel
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INSTALL HR SCHEMA DI SQL DEVELOPER

8. Inputkan parameter 2 yang merupakan spesifikasi default tablespace untuk HR yaitu

users
AY
* GiScript Output X
o848 | SaiptRunner Task (%] Enter Substitution Variable X
specify password for HR as parameter 1: Enter value for 2:
specify default tablespeace for HR as parameter 2: \M

—— OK Cancel =
Messages - Log




) KAMPUS
&%) BERDAMPAK |N[NAS|

INSTALL HR SCHEMA DI SQL DEVELOPER

9. Inputkan parameter 3 yang merupakan spesifikasi temporary tablespace untuk HR yaitu
temp

-

* 5JScript Output X

A F 3 | ‘ ScriptRunner Task ! @ Enter Substitution Variable X
sSpecliy password for HR as paramecter 1: il [

Enter value for 3:

=

specify default tablespeace for HR as parameter 2:

specify temporary tablespace for HR as parameter 3:

— OK Cancel B
Messages - Log
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INSTALL HR SCHEMA DI SQL DEVELOPER

10. Inputkan parameter 4 yang merupakan password untuk SYS sesuai password saat
install oracle

AY
* &IScript Output X

; Vv B ‘21 [;J [ ScriptRunnerU | | Enter Substitution Variable

speciiy deifault tablespeace for HR as para [T

Enter value for 4:
specify temporary tablespace for HR as parn , .
Sys ‘
specify password for SYS as parameter 4:

— oK Cancel =
Messages - Log
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INSTALL HR SCHEMA DI SQL DEVELOPER

11. Inputkan parameter 5 yang merupakan log path

AV
" SiScript Output X

S SBAEN | sopRumerTesk | Q

specify password for SYS as parameter 4:

specify log path as parameter S:

Messages - Log

SpecCiiy temporary cableéspace€ Ior HR as Pari pnter Substitution Variable

Enter value for 5:

’SC: [Orade21c/demo/schema/log

OK Cancel

I
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INSTALL HR SCHEMA DI SQL DEVELOPER

12. Inputkan parameter 6 yang merupakan spesifikasi koneksi

AV
EiScript Output X
LB AE ‘ SariptRunner Task e
e Enter Substitution Variable
Speciiy password for SIS as paramecer 4:| [ [
specify log path as parameter 5: Enter value for 6:
specify connect sString as parameter 6: localhost: 1521/ordipdb |

— E

Messages - Log OK Cancel
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BUAT KONEKSI HR

. \ X
13. Buatlah koneksi user HR

Name [hr ] IZI Color

Database Type |0rade v’

User Info Proxy User
E2 Oracle SOL Developer
e Authentication Type [Defauit | Connections = 1
Goda 9@ 9-0- & username[hr l Role‘defaut v #vEEVQ!%
Connections EWelcome Page Password ’u I ESa_\Le Password 8 Orade Connections i

*-RTHEE
= : ® ORrRACLE I— - dataku
=~ Mew Connection... o SaL DBVBIODE Connection Type |Basic 'I /_J; a .

2 Database 5
Details Advanced @ YUNIA
- Database Schema Service Connections

Import Connections...

Hostname Ilocalhost I

Database Connection Port |1521 |
Osp xe |

-| nnnnnnn L VP T ‘; Service name [ordpdb |

Save Clear Test Connect Cancel
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USER HR

14. Cek apakah sudah berhasil schema HR, dengan cek tablenya

& R
PEB-BA RQA &¢ aW
Worksheet Query Builder

select * from tab;

AV

[ Query Result *
& 5 ) B sQL | AlRows Fetched: 8in 0.115 seconds

£ TNAME { TABTYPE |} CLUSTERID
1 REGIONS TABLE (null)
2 COUNTRIES TABLE (null)
3 LOCATIONS TABLE (null)
4 DEPARTMENTS TABLE (null)
5 JOBS TABLE (null)
6 EMPLOYEES TABLE (null)
7 JOB_HISTORY TABLE (null)

8 EMP_DETAILS_VIEW VIEW (null)
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USER HR

Q BERDAMPAK  INOVASI

15. Cek table employees dari user HR

PE9-BQ BRQ & au
Worksheet | Query Buider
‘select * from employees;

& 5 @ G sqL | Fetched 50 rowsin 0.046 seconds
{} EMPLOYEE ID | {} FIRST_NAME |{} LAST_NAME |{} EMALL |{} PHONE_NUMBER |{} HIRE_DATE |{} J0B_ID  |{} SALARY |{} COMMISSION_PCT |{} MANAGER _ID |{} DEPARTMENT_ID

1 198 Donald OConnell DOCONNEL €50.507.9833 21-JUN-07 SH_CLERK 2600 (null) 124 50
2 199 Douglas Grant DGRANT €50.507.9844 13-JAN-08 SH_CLERK 2600 (null) 124 50
3 200 Jennifer Whalen JWHALEN 515.123.4444 17-SEP-03 AD ASST 4400 (null) 101 10
4 201 Michael Hartstein MHARTSTE 515.123.5555 17-FEB-04 MK MAN 13000 (null) 100 20
5 202 Pat Fay PFAY €03.123.6666 17-AUG-05 MK REP €000 (null) 201 20
6 203 Susan Mavris SMAVRIS §515.123.7777 07-JUN-02 HR REP €500 (null) 101 40
‘6 P 7 204 Hermann Baer HBAER 5$15.123.8888 07-JUN-02 PR REP 10000 (null) 101 70
DBA =] 8 205 Shelley Higgins SHIGGINS 515.123.8080 07-JUN-02 AC MGR 12008 (null) 101 110
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LATIHAN 1 .

Lakukan implementasi dari ilustrasi dibawah

Buat 3 user yang berbeda dengan 2 jenis kelompok role
yang berbeda : HR_MGR & HR_CLERK

Buat role terlebih dulu dengan memiliki privileges yang
bebeda.

Lakukan percobaan untuk proses transaksi yang terjadi
melalui SQL Developer.

- » = » B, » E_
Users y -
Neena sirard /ance

Roles | HR_MGR [« HR CLERK |

Privileges Delete Select Update
employees employees employees
Insert
employees

KAMPUS
BERDAMPAK |N(NAS|
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LATIHAN 2

Akses user hr pada SQL Developer Oracle. Tampilkan perintah dan outputnya Berikut ini:

1.

2,
3.

Tampilkan data email yang diakhiri huruf R pada tabel employees
Tampilkan data pada tabel employees yang memiliki department_id = 9o

Tampilkan data employee_id dan last_name dari pegawai yang memiliki gaji diatas 15000 dan department_id
dibawah 100 pada tabel employees

Berikan perintah SQL untuk mendesripsikan table EMPLOYEES, DEPARTMENTS dan LOCATIONS.

Tulis query untuk menampilkan first name, job id dan department id untuk setiap pegawai di table
EMPLOYEES.

Tulis ulang query sehingga gaji ditampilkan sebagai pengganti sallary.

Tulis ulang query untuk menampilkan first name, department name dan city untuk setiap pegawai pada table
EMPLOYEES.
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